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Digital Learning @ Larbert High
Larbert High School is committed to using educational technology to improve further the learning
experiences and achievements of all our pupils. Digital technology provides us with opportunities to
inspire and motivate our young people to achieve their full potential and engage them fully in their
learning. We believe that the use of any technology will enhance everyday learning and teaching and in
particular will:
● Raise educational attainment
● Create a pupil centred curriculum which will provide engaging pupil-centred lessons
● Enable pupils access to the most up to date educational resources
● Raise levels of engagement, motivation and interaction
● Improve facilitation of different learning styles
● Promote remote learning
● Improve self-management
We will be supplying and approve the use of an authorised Apple iPad in a manner consistent with the
established learning and teaching policy within LHS and we recognise and encourage the use of the iPad
at school and at home to promote remote learning.
This policy applies to all pupil users of iPad hardware and software. It applies to all iPads used by our
pupils, wherever they are physically located - within the school or out with the school building. It is
intended to compliment the school's wider BYOD policy, Internet Safety policy and Positive Behaviour
Framework.
Due to the changeable nature of information and communications technology this policy will undergo
periodic review and as such the school reserves the right to amend any sections or wording at any time.
The following details define the proper use of the device in school and out of school hours.

1:1 iPad Ownership
LHS will provide all S3 students with a 1:1 device but will retain full ownership of the devices.
If a child leaves the school these must be returned to your Pupil Support Teacher.
Larbert High will have full supervision of all iPads used in school and in particular:
● The school retains ownership of all apps.
● The school owns the right to manage all iPad devices using a MDM system.
● The school will provide all required components to ensure the iPad operates effectively in the
classroom, including Wi-Fi access.
● The school maintains the right to filter Internet content and manage the use and connection of
iPad to the school network.
Any pupils who use an iPad in the school or in the Falkirk Council School must sign up and adhere to the
terms stated in:
● Home School Agreement
● Falkirk Council ICT Acceptable Sue Policy
● 1:1 Device Info Booklet
Larbert High will have full supervision of the device via the schools Mobile Device Management system.
This will include the ability to install applications, software, documents, ebooks on to the device and turn
on/off different features at selected times of the day.

Taking care of iPad
Pupils are responsible for the general care of the iPad. iPads that are broken, or fail to work properly must
be reported to Miss Abercrombie during Form Class that day or to a member of the Year Team.
General Precautions
● iPads must never be left unattended or in any unsupervised area.
● iPads must be kept on pupil's persona at break-time and lunchtime.
● Locker provision is available on request. If pupils have a locker, the iPads can be left in the locker
at break-time and lunchtime.
Carrying IPads
● The protective case provided must be used with the iPad at all times.
● The screens are particularly sensitive to damage from excessive pressure on the screen. Avoid
placing too much pressure and/or weight (such as folders and workbooks) on the iPad screen.
The iPad screens can be damaged if subjected to rough treatment.

General iPad Terms
Using iPad at school
iPads are intended for use at school each day. In addition to teacher expectations for iPad use, school
messages, announcements, planners, calendars and schedules may be accessed using the iPad.
Therefore, pupils are responsible for bringing their iPad, fully charged, to all classes each day.
● iPads must be brought home at night and charged.
● iPad must not be left in the school overnight (unless by prior arrangement e.g. maintenance
purposes).
● Pupils should not lend or share their allocated iPad with other pupils unless expressly asked to
do so by a teacher in a classroom situation.
If pupils leave their iPad at home, they are responsible for getting any assignments or coursework
completed as if they had their iPad present. Spare iPads will not be available to students who forget to
bring their iPad to school or who fail to charge their iPad.
Pupils who repeatedly (three or more times in a term) fail to bring the iPad to school/ or maintain a fully
charged battery will be subject to the school's behaviour management policy.
At all times, the class teacher's decision is final regarding use, or non-use of any iPad, collectively or
individually.

Charging the iPad battery
IPads must be brought to school each day in a fully charged condition. Students need to charge their
iPads each evening. This may take up to 3 hours to charge the iPad fully.

Passwords and Apple ID
Pupils are expected to take reasonable measures to secure access to the iPad by using a password.
Students are prohibited from removing the password from the device or sharing this password with
anyone else except their parents or as requested by a designated member of staff. Pupils must not
attempt to access other pupil iPads by ‘guessing’ or trial and error password attempts.
Each iPad requires its own Apple ID. This Apple ID should be used only on the school iPad. Apple ID
information should be kept secure to the pupil, and it is the responsibility of the pupil to recover any lost
or forgotten passwords.
School assigned Apple ID's should not be used on other personal or home Apple devices and are for use
only on school iPads.

General iPad Terms
Photographs and images (still and moving)
Photographs/Images stored on the iPad will be in accordance with Falkirk Councils ICT Acceptable Use
Policy. The school reserves the right to randomly check any iPad for unsuitable content.
No images or video material taken in school may be uploaded from any device to social networking sites
unless asked to do so by a teacher as part of schoolwork.
Recording, photographing or filming of classroom teachers is prohibited unless specifically permitted by
the class Teacher.

Sound, music, games, or apps
Sound must be muted at all times unless permission is obtained from the teacher for instructional
purposes.
Gaming on iPads whilst in school is strictly prohibited at all times.
Apps can only be provided by the school and must not be deleted from your device.

Internet access
Pupils may only access the internet through "school- provided' access.
Pupils are not permitted to access the internet via their own mobile connection 3G/4G functionality (or
otherwise/ personal hotspotting).

Home internet access/ipad use
Students are allowed to use their iPads at home for schoolwork and set up wireless networks on their
iPads to assist them with homework's, coursework etc. It is the responsibility of the Parent/Guardian to
monitor and oversee iPad use within the home setting.

Managing your files and saving your work
It is the student's responsibility to ensure that work is not lost due to mechanical failure or accidental
deletion. iPad malfunctions are not an acceptable excuse for not submitting work. Students will be
guided through the creation, maintenance of backups and the use of Google Drive on the iPad. Pupils
will be responsible for backing up on a regular basis.

Software on iPads
Originally Installed Software
The School will provide software on iPads necessary for schoolwork. The Software/Apps originally
installed by the school must remain on the iPad in usable condition and be easily accessible at all times.
From time to time the school may add or modify software applications for use in a particular course.
The school's remote management system monitors all Apps that are added and may be flagged if
inappropriate Apps are added.
Periodic checks of iPads will be made to ensure that students have not removed required Apps.

Inspection
Pupils may be selected at random to provide their iPad for inspection so they comply with the iPad Policy
as well as the Acceptable Use of Computers / Internet Policy.

Procedure for reloading software
If technical difficulties occur or illegal software is discovered, the iPad will be restored to the default
factory settings. The school does not accept responsibility for the loss of any software or documents
deleted due to a re-format and re-image.

Software updates
Upgrade versions of licensed Software/Apps are available from time to time. Students will be expected
to download all updates prompted by Apple.

Ipad identification
Student iPads will be labelled in the manner specified by the School. IPads can be identified in the
following ways:
● Serial Number also known as the mobile device management system ID
● The Schools UIN (Unique Identifier Number)
● The school will enforce the enabling of Location Services on iPads in order to use the 'Find My
iPad' app. This will be used as a security measure to minimise loss or theft.

iPad Security
Safety and Security
The school has invested in a Mobile Device Management system- Mobile Iron. This MDM system allows
Larbert High to do simple things like send out apps and file automatically, to reset passcodes, update
software and set restrictions to ensure IPads, when in school, work in accordance with the acceptable use
policy. Importantly it allows the school to protect the data on the iPad, so in the case of the iPad being
lost or stolen the iPad can be locked, wiped, tracked and traced. The school can ensure with this in place
the safety and security of the device. It is important to note that whilst the school can 'see' which apps
are downloaded to the device, it has no access to material such as photos, videos, documents or web
history.
In addition to Falkirk Council ICT Acceptable Use Policy,the School permits use of the Apple iPad in a
manner that supports the School's aims and objectives and is in line with all School Policies.
This policy is provided to make all users aware of the responsibilities associated with efficient, ethical,
and lawful use of technology resources. If a person violates any of the user terms and conditions named
in this policy, privileges may be terminated, access to the School's network may be denied, and the
appropriate disciplinary action shall be applied.

Parent/guardian responsibilities
Parents are expected to talk to their children about the values and standards that they should follow on
the use of the Internet just as they do on the use of all media information sources such as television,
telephones, movies, radio, iBooks etc.
Parents are expected to:
● ensure that their child keeps their mobile device safe and uses them in accordance with the
school procedures outlined above.
● ensure that their child uses their device in accordance with school policies:
● allow their son/daughter to use their iPad at home to assist them with homework, coursework
etc.
● to monitor and oversee iPad use within the home setting.
● to ensure their son/ daughter's online safety by supporting the guidance provided by Larbert
High and Falkirk Council.

Pupils' responsibilities
● Pupils' responsibilities are to:
● Use Apple iPads in a responsible and ethical manner.
● Obey general School rules concerning behaviour and communication that apply to iPad and
computer use.

Acceptable Use
● Use all computer resources in an appropriate manner so as to not damage school equipment.
● Turn off and secure their iPad after they are finished working to protect their work and
information.

Pupil activities specifically prohibited
In addition to the guidance outlined in the school's wider Policy on Acceptable Use of Computers and
the Internet pupils are not permitted to:
● Illegally install or transmit copyrighted materials.
● Lend their iPad to anyone else unless specifically asked by a teacher
● Change iPad settings (exceptions include personal settings such as font size, brightness, etc.).
● Use or access another student's iPad.
● Leave their device on the School premises overnight.
● Attempt to modify, upgrade or repair iPads issued under this policy.
● Send or display offensive messages or material.
● Use obscene language or content.
● Damage to IOS, devices, computer systems or computer networks.
● Use other people's passwords
● Trespass in others' folders, works or files.
● Download illegal content or material that is suspicious.
● Upload any photo or video content taken in school to any social networking sites.
Pupil iPad checks can be conducted by any member of staff at any time during the school day. These can
be random and unannounced spot checks. A pupil will be required to hand over their iPad to a member
of staff if:
● They have been using their iPad in an inappropriate manner identified in the list above.
● There is a suspicion that the iPad has unsuitable content or material stored on it;
● Forbidden software or applications have been downloaded on the device;
● A pupil has disrupted a lesson through improper use of an iPad;
● A pupil has misused their iPad to take photographs/video on the school premises which they
have not received permission to do;
● The iPad or any of its features has been used for any form of bullying;

Acceptable Use
● Games are being played on the iPad in school time;
● The iPad has been used to breach any school rule/policy and general well-being of staff and pupils.

Inappropriate use
Any pupil who persistently refuses to co-operate or violates any aspect of the provisions of the iPad
Policy or the Acceptable Use of Computers and Internet Policy may face other disciplinary action deemed
appropriate in keeping with the school's Behaviour Management Policy.
Violations may result in disciplinary action up to and including removal of device.

Legal propriety
Pupils should comply with trademark and copyright laws and all license agreements. Ignorance of the
law is not immunity. If a student is unsure, he should ask a teacher or parent.
Use or possession of hacking software is strictly prohibited. Violation of the law may result in criminal
prosecution or disciplinary action.
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Larbert High School
1:1 Device Digital Learning Strategy
Home – School Agreement
Larbert High School’s 1:1 Digital Learning Strategy provides learners with an iPad tablet and a range of
e-Learning tools and resources to assist and enhance their learning at school and at home.
Our aims are;
To improve access to digital technology for learners.
Ensure that digital technology is a central consideration to all areas of the curriculum and assessment.
Develop the skills and confidence of staff and pupils in the appropriate use of digital technology.
Empower staff and pupils to drive innovation and invest in Digital Technology to enhance
learning and teaching experiences.
All parties involved (students, parents/carers, staff and the school) must agree with all of the terms and
conditions outlined below. In addition to the terms set out below, Falkirk Council’s policy: ICT - Responsible
Use by Pupils, applies to the use of iPads and other mobile devices. This is available on the school website.
All iPads remain the property of Larbert High School and must be returned when requested.

As a learner I agree to;
ü
ü
ü
ü
ü
ü
ü
ü
ü
ü
ü
ü
ü
ü

ü

ü

Look after my iPad carefully at all times and bring my iPad to school every day.
Charge up my iPad every night and bring both the tablet and charger into school every day.
Always keep my iPad in its supplied case and store it in a school bag when outside my class.
Only use my iPad in lessons when instructed to do so by my teacher and for the purpose indicated
by the teacher.
Close the iPad or put it away when my teacher says so.
Only use my iPad to take photographs or record audio or video footage with the clear and explicit
permission of everyone involved in the recording.
Never to access inappropriate content and abide by the Falkirk Council’s ICT Acceptable Use Policy.
Not remove any security markings and not allow it to be subject to graffiti.
Not to reveal my password to anyone else with the exception of a parent or a carer.
Not to allow anyone else to use my iPad; I understand that I am solely responsible for any material
which is accessed or generated on my iPad.
Immediately report any damage, loss or theft which happens in school to a member of the teaching
staff and then to a member of the S3 Year Team.
Report any technical problems to lhsgetsdigital@falkirk.gov.uk.
Ensure that all work stored on the tablet is regularly backed up.
When returning my iPad I agree it must be in excellent condition. Both the original case, charger
and charger lead must also be in excellent condition. New cases, chargers and leads can be
purchased from the School Office if required.
I am aware any loss or damage to the iPad, case, charger or charger lead must be paid for through
the school’s repair centre. New cases, chargers and leads can be purchased from the School Office
if required.
I understand and accept that if a teacher asks me to put my iPad away, I must do so immediately; if
I am distracted by the iPad in class or use it inappropriately, the iPad will be confiscated by a
member of staff and can be collected from your Year Head at the end of the day.

As a parent/carer, I agree to:
ü Ensure that my child cares for and respects their iPad.
ü Immediately report any loss or theft which happens out of school, firstly to the police and then to
the school.
ü Ensure that the iPad is used solely by the child to whom the school has allocated it.
ü Ensure that the iPad is returned to the school if my child leaves the school, or at any other time
upon the request of a senior member of staff, and that a signed receipt for its return is obtained.
ü Make sure the iPad is used by my child as stated in the terms and conditions of Falkirk Council’s ICT
Acceptable Use Policy.
ü Monitor my child’s use of the iPad on the Internet at home, to ensure that only appropriate
websites are accessed and only appropriate apps are installed.
ü Any loss or damage to the iPad, case, charger or charger lead must be paid for through the school’s
repair centre. New cases, chargers and leads can be purchased from the School Office if required.
ü When your child returns the iPad it must be in excellent condition. Both the original case, charger
and charger lead must also be in excellent condition. New cases, chargers and leads can be
purchased from the School Office if required.

The school agrees to:
ü Provide each learner with an iPad and access to a range of e-Learning resources.
ü Provide students with a range of learning opportunities which make use of the iPad, both in school
and at home.
ü Provide parents/carers with ongoing advice to help them support their child’s use of their iPad.
ü Make sure that the iPad is working and that any repairs are dealt with as quickly and effectively as
possible.
ü Give students an introduction to using and caring for the iPad. This will include a session on
security, e-Safety, maintenance and health and safety.
ü Provide wireless access to the Internet across the whole school site. The school will not be
responsible for any costs involved nor content accessed, when the internet is used out of school.
ü Issue questionnaires to students and parents/carers to help us in our ongoing evaluation of project.
ü Benchmark and monitor the impact the 1:1 Digital Learning strategy is having on pupil progress
across the curriculum.

Larbert High School
1:1 Device Strategy

AFTER READING THE CONDITIONS, PLEASE COMPLETE THIS SHEET AND RETURN TO YOU
SESSION LEADER

Name:
Scottish Candidate Number:
iPad Serial Number:
Case Provided
Apple Charger Provided
Google Accounts Logged in
Microsoft Accounts Logged in
Apple Accounts Logged in

Pupil Agreement
I agree to abide by these terms in the use of my iPad

Name: _____________________________

I confirm that I have read and
understand the below documents:
1:1 Device Guidance Booklet
Internet Safety Guidelines

Form: ______________________________

ICT Acceptable use policy

iPad Serial Number: ___________________
Signature: ___________________________
Date: _______________________________

Parent/carer Agreement
I agree to my child having the use of an iPad on these terms

Name: ______________________________

I confirm that I have read and
understand the below documents:
1:1 Device Guidance Booklet
Internet Safety Guidelines

Signature: ___________________________
Date: _______________________________

ICT Acceptable use policy
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Appendix 2: Internet Safety for Pupils
Using technology is one of the key skills that everyone requires in learning, life and work. However, there
are some aspects to using technology that all users need to be very careful about. The following
information has been taken from the Young Scot website so that we learn and understand how to be
safe when we are online and using technology. The Young Scot website provides information for
11-26-year-olds in Scotland. [Source: Education Scotland]

Young Scot: Internet Safety
Loads of people enjoy accessing the internet, but it's worth remembering to keep safe while in
cyberspace. You might know loads about the internet but it's worth bearing a few things in mind.
Many of us now enjoy access to the web via a computer at home, work, school or even on your mobile
phone. It's important to think about what kind of information you give out, and keep to yourself in what
you say and do.
● Never give out any personal information such as your home address, phone number, or school to
anyone you talk to online, even if you are offered free samples, gifts or information.
● If you have your own website or pages on social networking sites (such as Facebook, Twitter)
remember that these are public sites and anyone can see them.
So...
● Always think carefully about what you put on your site, especially photos. Instead of putting up a
picture of yourself you could draw an image, or upload something a bit abstract to protect your
identity.
● Remember that people who contact you may not be who they say they are. Anyone can say that they
share your interests and are the same age… but not everyone is as they seem.
● Never arrange a face-to-face meeting on your own with anyone you've met on the internet. If they
want to meet you, tell your parents/guardians and friends
● Don't respond to threatening or obscene messages. No matter how irritating or rude they are - tell
your parents/guardians, block the individual and report them to the site and/or CEOP (Child
Exploitation and Online Protection).
● Be careful if you receive an email message from someone you don't know. It could contain a virus at
the very least, which can mess up your computer.
Above all be SMART and follow these simple rules:
● Safe: don't give out personal information when you're chatting or posting online.
● Meeting: don't meet someone you have only contacted online.
● Accepting: be careful about accepting emails, opening files, pictures etc from people you don't know.
● Reliable: always check information - someone online might lie and information may not be true.
● Tell: tell your parent, carer or a trusted adult if someone or something makes you feel uncomfortable.

LHS

YS

Appendix 3:
Internet Safety
For Parents

NE

ER JOU
N
R
A
R
LE

Appendix 3: Internet Safety for Parents
Using technology is one of the key skills that everyone requires in learning, life and work. However, there
are some aspects to using technology that all users need to be very careful about. The following
information has been provided by Education Scotland to help parents/carers with internet safety.

Where your child will chat/communicate
● The internet lets users chat with friends and family in interactive 'virtual' communities. These
communities (eg Facebook, Twitter) are increasingly popular with children because they allow them
to communicate in 'real time'.
● Real time means their contributions (or 'posts') are displayed immediately, for example in an online
chat or wall. However, not all virtual communities will be moderated or supervised.
Tools that your child may use to communicate with others online:
● Social networking sites are online communities of people (eg Facebook/Snapchat/Instagram) - users
have a number of different ways of communicating with each other.
● Instant messaging services (which look like small pop-up windows) let users see when people on
their 'friends list' are online and send messages to them.
● Online gaming is becoming increasingly popular with young people. As well as competing with each
other online, online gaming communities (eg xBox Live and PlayStation Home) also allow young
people to talk, form teams and swap ideas.
● Blogs are like online diaries - the 'blogger' publishes comments and discussions and readers can also
add their views (blog is short for 'web log').
All popular social networking sites offer advice to parents on how to keep young people safe online. For
example, Facebook provides useful information to parents on protecting users of their website.

Online dangers you should be aware of:
The internet can be fun and useful but you and your child need to know the risks too. Making sure your
child knows the online dangers is just as important as teaching them to cross the road safely.

Grooming

● Unfortunately, some adults with a sexual interest in children will use the internet to communicate
with young people. Online grooming is when a suspected online predator behaves in a way that
suggests they are trying to contact children for illegal purposes.
● Sometimes online predators pretend to be children themselves and start online conversations with
real children. They may try to continue the relationship in personal conversations on mobile phones
(sometimes known as whispering) or private chat rooms.

● Once they have established some trust, the offender may try to organise a meeting with the child.
This may take weeks, months or even years.
● As part of the grooming process, the offender might also try to exploit them by sending them
indecent or pornographic images. This might be by email or sometimes by using a webcam (a camera
connected to a computer, which can produce still pictures and video footage).
● The offender may even use blackmail to persuade the child to do something they don't want to. It is
vital your child knows that not everyone on the internet is who they claim to be. It's also important
both you and your child report anything suspicious.
Cyberbullying and cyberstalking

● Cyberbullying is bullying using digital technologies such as computers, games consoles and mobile
phones. If someone is stalking someone else over the internet it's known as cyberstalking.
● respectme, Scotland's Anti-Bullying Service, offers comprehensive advice on cyberbullying which
includes a useful downloadable booklet and reference guide. You can access this via the respectme
website.
● Reporting suspected grooming and cyberbullying
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Service Circular No 30
ICT Acceptable Use Policy for Pupils
Issued: August 2013
1.

Introduction

1.1

Falkirk Council Education Services (the Council) recognises that access to Information
and Communications Technology (ICT) equipment and Services helps you to learn
and develop skills that will prepare you for work, life and citizenship in the
21st Century.

1.2

To support this, we provide resources for you and staff to use. This Acceptable Use
Policy outlines the guidelines and behaviours that you are expected to follow when
using school equipment or when using personally-owned devices in Falkirk Council
establishments. The purpose of this is to protect both the Council’s network and
equipment and to protect you online.

1.3

You should be aware that:
·
·
·
·
·

·

The network is intended for educational purposes.
All activity over the network may be monitored and a record kept.
Online content will be filtered.
You may be disciplined if you misuse Council resources.
We make every reasonable effort to ensure your safety and security online, but we
are not held responsible for any harm or damage that results from the misuse of
Council ICT Equipment and Services or the misuse of your own device on the
Council network.
You are expected to alert a member of staff immediately if you have any concerns
about your safety or security or that of other pupils.

2.

ICT Equipment and Services Covered

2.1

We provide:
·
·
·
·
·
·
·
·

Internet access
Desktop computers
Mobile devices
Videoconferencing and communication tools
Online Collaboration Tools
E-mail
Smartboards
WiFi connections (where applicable).

Service Circular No 30
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3.

Usage Policies

3.1

We provide ICT Equipment and Services for your learning. You are expected to
use good judgement and to follow the advice in this policy to be:
·
·
·
·

safe
appropriate
careful and
considerate.

4.

Internet Access

4.1

We provide you with access to the internet, including web sites, resources, content,
apps and online tools. We will restrict access to meet Council and school policies.
We may monitor online use and keep records.

4.2

The internet filter is a safety precaution. You must not try to get around it when
browsing the internet. If you think a site should not be blocked please alert a
member of staff who, if they agree, can request that the site is reviewed.

5.

Mobile Devices Policy

5.1

We may provide you with mobile computers or other devices to support your
learning. You are asked to look after these carefully. You should report any loss,
damage or failure to staff immediately. You may be liable for any damage resulting
from carelessness or mistreatment.

5.2

The Council may monitor how you use mobile devices it lends to you. We may use
software or apps to track the location of these devices, if they go missing.

6.

Social/Web 2.0/Collaborative Content

6.1

Working with others is an essential part of learning. We may provide you with
access to managed web sites, apps or tools that allow you to communicate, work
with others, share, and send messages to other users.

6.2

Posts, chats, sharing, and messaging may be monitored. You should be careful
not to share information that could identify you. The Information Commissioner’s
Office (www.ico.org.uk/youth ) has lots of information on its website for young
people aimed at helping you protect your personal information.

Service Circular No 30
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7.

E-Mail

7.1

We provide you with e-mail accounts for the purpose of school-related
communication. E-mail should be used with care. You should not:
·
·
·

send personal information
attempt to open files or follow links from unknown or untrustworthy sources
use inappropriate language.

7.2

You are expected to communicate with the same appropriate, safe, and courteous
conduct online as offline. Your e-mails may be monitored and stored on our
servers.

8.

Personally-Owned Devices

8.1

You may use personally-owned devices (including laptops, tablets, smartphones,
media devices, and mobile phones) to support your learning as directed by a
member of staff. However, it is not a requirement for you to bring your own device
to school, even if you own one However, the way you use them must not interfere
with teaching or create disturbance that stops others from learning.

8.2

You must follow the requirements of examination boards. This may mean that you
do not take mobile devices to school at the time of examinations. You should
check with a member of staff regarding the current examination requirements.

8.3

Any misuse of personally-owned devices in school may result in disciplinary action.
Even with personally-owned devices, you are expected to communicate with the
same appropriate, safe and courteous conduct online as offline. You should be
careful not to share information that identifies you.

8.4

Within school buildings, you will be required to use Falkirk Council's guest wireless
network with a personal device and not your own 3G or 4G service. This provides
the safety of the Council's filter which will be applied to personal devices connected
to the wireless network.

8.5

There may be circumstances that allow the use of a 3G or 4G service on a
personal device, such as an outdoor learning experience. Use of this service is at
the discretion of school staff and your parent or carer. This method of internet
connection will not provide the safety benefits of filtered internet access. Use of
this service may also cost you money.

9.

Security

9.1

You are expected to take care not to spread viruses and security threats over the
Council network. This includes:
·
·

not opening or distributing infected files or programs
not opening files, programs, or links from unknown or an untrustworthy source.

Service Circular No 30
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9.2

If you believe a computer or mobile device you are using might be infected with a
virus, please alert a member of staff. Do not attempt to remove the virus yourself
or download any programs to help remove the virus.

10.

Downloads

10.1

You may be able to download files, such as app updates, images, videos,
documents, etc. For the security of the Council network, downloading such files
should only be with the agreement of a member of staff and only from sites we
trust.

11.

Digital Citizenship
·
·
·

·
·

·

You should always use the internet, network resources, and online sites in a
courteous and respectful manner.
You should only use trusted sites when carrying out research on the internet.
You should not post anything online that you wouldn’t want parents, school
staff, or future colleges or employers to see. Once something is online, it’s 'out
there' and can sometimes be shared and spread in ways you never intended.
Regardless of your privacy settings, assume that all of the information you have
shared on your social network is public information.
We will not tolerate bullying. Harassing, impersonating, tricking, excluding and
stalking are all examples of bullying. Don’t create or share e-mails, images, or
video with the intent of scaring, hurting, or frightening someone else.
If you engage in any online activities intended to harm (physically or
emotionally) another person, you will face disciplinary action and loss of
privileges. Bullying can be a crime. Remember that your activities may be
monitored and a record of them kept.

12.

Plagiarism

12.1

You should not copy or take credit for something you have found online by
presenting yourself as the author or creator. This is known as plagiarism. Any
research you carry out on the internet should give credit to the original author.

13.

Copyright

13.1

Some material on the internet can be copied or re-used but most material cannot
be copied. For example, it is probably not OK to copy a photograph from a
webpage and use it somewhere else. You should check with the owner of a
website before reusing anything.

Service Circular No 30

Page 4 of 7

14.

Personal Safety

14.1

If you see a message, comment, image, or anything else online that makes you
concerned for your personal safety or that of others, bring it to the attention of an
adult (a member of staff, if you are at school; parent/carer if you are at home)
immediately.
You should never share information that could identify you (known as personal
information), such as phone number, address, birthday, usernames, unique
identifying numbers, or financial information, over the internet.
· You should know that communicating over the internet can be secretive and
could be dangerous. You should keep safe your own and others' personal
information.
· You should never agree to meet in real life someone you meet online.
·

14.2 The Information Commissioner's Office (www.ico.org.uk/youth ) has lots of
information on its website for young people aimed at helping you protect your
personal information.
15.

Monitoring

15.1 All access to the internet, using Council equipment or your own for guest Wifi
access, is automatically recorded and may be monitored by the Council. This
monitoring will be for the prevention and detection of unauthorised use of the
Council’s communication systems.
15.2 Authorised staff are able to access reports of sites visited by users. Such reporting
is not undertaken routinely, but will be available in the event of an investigation into
inappropriate use of the internet or e-mail.
15.3

Records of such activity will be kept for one year.

16.

Limitation of Liability

16.1 The Council will keep files, data and hardware safe from damage and harm. While
we employ filtering and other safety and security measures and try to ensure they
work properly, we cannot guarantee that they will be 100% effective. We will not be
responsible, financially or otherwise, for unauthorised transactions conducted over
the network.
16.2 We will not be responsible for damage or harm to your own devices.
17.

Breaches of this Acceptable Use Policy

17.1 If you breach this policy, you may be disciplined or there may even be legal
repercussions.
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Appendix A
Acceptable Use Policy for ICT Equipment and Services
- Pupil Summary Sheet

When using ICT equipment and services at school, I will:
·
·
·
·
·
·
·
·

Use ICT equipment and services on the network for school-related activities and
research.
Behave respectfully and responsibly, working well with other pupils, just as I do
when doing other school work.
Treat school resources carefully and alert staff if there is any problem with them.
Tell a teacher or other staff member if I see threatening/bullying, inappropriate, or
harmful content (images, video, messages, or posts) online.
Only use it when and where I am allowed and only for things related to school work.
Credit sources (say where I found the information) when using information found
online in school work so I don’t break copyright laws.
Protect my own safety online and that of others.
Protect the security of the school’s ICT equipment and services.

When using ICT equipment and services at school, I will not:
·
·
·
·
·
·
·
·
·
·
·
·

Use it in a way that could be personally or physically harmful to me or others.
Search for inappropriate images or content.
Bully, harass, or be disrespectful towards staff or other pupils.
Try to find ways to bypass the Council’s security and safety measures and filtering
tools.
Send spam or chain mail.
Copy content I find online without saying where I got it from.
Post information about myself or others that could identify us
Publish, post or release information that is confidential or private. If it seems
confidential, it probably is.
Agree to meet in real life someone I meet online.
Use language online that would not be allowed in the classroom.
Use ICT equipment and services to do things that are illegal or to search for
information on illegal activities.
Attempt to hack or access sites, servers, accounts, or content that I am not allowed
to access.

This is not intended to be an exhaustive list. Users should use their own judgement when
using technologies.
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Appendix B
Falkirk Council Education Services
- Acceptable Use Policy for ICT Equipment and Services
Pupil and Parent/Carer Agreement
(Please return a signed copy of this agreement to the School Office)
I have read and understood this Acceptable Use Policy and agree to follow it:

__________________________________________
(Pupil Printed Name)

______________________________
(Pupil Signature)

_______________________(Date)

I have discussed this Acceptable Use Policy with my child:

__________________________________________
(Parent/Carer Printed Name)

__________________________________________
(Parent/Carer Signature)

_______________________(Date)
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